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54 1P o #99s Adets HES of#fok 2ol route & ©] &3 W iptables
p

AG 24 ol

oy FZAA IP <l 211.40.4.6 S ZHE9| #9-HS z2dsts AA

# route add —host 211.40.4.6 reject

# iptables —A INPUT —s 211.40.4.6 —j DROP
AA ALHJAE=A] st W2 22} route -n Z iptables -L —n ©| T}
ZF3L® TCP SYN Flooding 349 7Z-F- SYN #Zlvk gjgFo g w53 & ESTABLISHED
)7} E|A] 950 B2 TCP SYN Flooding &4 ZH= F#3}t},

(2) include & #3ste] F3 27 & A5
850l php 9 mysql & AFste] Wol AbEsta de=d, ZE Y Aol o] AF
php Ftdel A Z2 php Y-S include 3 4974 ATE H+= aphp Tl A bphp LS
include 3}l bphp -L}O]Oﬂf\ﬂ Al aphp FYE include 3t H-5-% 183 HY Aot
olg] gk Ffole F3 FIIF A Hol A= ofubx] HEol A1 Maxclients ol Al A gk
Mz 2k e EIT‘EH] oW stdol A gk F3x7F Fa1 l=A 377 dET

wEbA] FAIR of 9} o] include & 3HA X EE AHS s WHol 9l
# iptables —A  INPUT -p tep -i lo -s XXX.XXX.XXX.XXX --sport 1024:65535 -j DROP

o= #o] AMulollA include Alolli= lo (Lookback Interface) & &3l sport 7} 1024 ©] %]
high port & ©]-&3to] Tt 5485 o] &3 slojth. 28t} o] AAE s A5 =
A Ao A SepoldE TEE A3 AEE 4 g HERE & AMulzd e o7t 7]
ol A =RE AE-5H7] wpEe

W ps aux | grep http & H.o|= X ZA| 204 Is —la /proc/pid/ & Z}ZHe] http ZZA| =7} o]
| s Fxsta A ddo] FAsE W E

(¢l:cwd -> /home/userl/public_html/infinite_loop/)

QAR el Bgol ofelg) 2ol A g,

(1) KeepAlive 54 W7
71Egto 2 A= o] &= KeepAlive On = KeepAlive Off & W7 - ol X & A 2}sho),
KeepAlive &= HTTP 1.1 fofellA5E H&H 3oz H& %EOﬂ T A4S FT} KeepAlive
£ Ooff & AAA v HE S "olxAwk £ ¢ B2 A HES 78 5 2
w2} MaxClients o] =98 ALz FA] HE5A7F B 49 KeepAlive & Off 2 A
gl

Aok Aol tha QA WHel 7 kA 8



KeepAlive 7l tialA= Hit o 7Nd3} #&d Ao ogfatwl fr}. o5 Sof 10 7] ol
A vtdE W% HIML HolAl2 294 flEek-A= o] HTML 39S t2Este] 3
gto]AECN A 3 (parsing) & SHAAM olmA] dd-go] FAsof gle A5 Arel HEs)
of olmz] UL 2Fs=dl, KeepAlive 7} On & A5-o= $ W @2 TCP AAol ds

22 Client IP oA &0l Ql& Zojet 7HdstaL 7] ZRAX7}F thr]stal izt o) 5
o] F&S Agsh] el vl AEs R A3t e gle] e MRt b shA R

KeepAlive 7} Off 91 ZA-9-cl&= o|n]#] 3d& Eo& wuith mjd AAS A= 23 B&
B4 g wHEstelof 317] wite] &7t =8 d 4 utel gloh ofmbA] Foo]R| o] A 9
s W2 olmA] o] gle HTML A& =9 A KeepAlive A4 ol wel il 50%7H4]

& zpol7k & 4= via k. aEta s BE *}O]Eoﬂfﬂ KeepAlive & On ©& 3}
= o] T& Ao] ol w0Ael BA AEAE BATL @ 5 W 24 5 A4 Ase
P55 we g2 AelER wA yrks A4 dxle] A9 KeepAlive £ Off & 3=
Aol frejd Aotk KeepAlive 2 On o2 AASY aUlzE A}83 A= 15 22 A
¥ KeepAlive Timeout < 15 %A 5% ALEZ WA AA4s= WHE 9o o] gk A
Aol Al Ao A @Xéﬁl AAst7] wh

(2) °}9FA] 9] MaxClients =4

7Aoo R 256 o2 AT o] 3l MaxClients o 3HAIS 512 U 1024 ¢F o] 243 A
Agket. ey o] ks WA fdiME oluA o AxE £ F A AFY shefof
stz ofubxe] A yHE Q& sre/include/httpd.h FFL oA HARD SERVER LIMIT
256 = AAE ghs 512 o 1024 = A F oA E AT s ®rh wkek Ad 22X
o A $-olE Just/sre/linux/include/linux/tasks.h o] 4] NR _TASKS €} MAX TASKS PER USER
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port 80 = port 8080
User nobody - User www

Group nobody > Group www

Z12]3L /usr/local/apache/bin/httpd  —f  /usr/local/apache/cont/httpd8080.conf ¢} 7ol Al &is}A

8080 XER ek WAH dEg F7hR 9 H gelth B8 olul www #H=
A& Auel s o] Qolok 85 Nobody 7h obd www 2 W] Algow HEg %

T8 o= & A (nobody) 7F BAEE g = ZEAXRS FA Q7] wiEelw Ad
24X oA o] Adte] glom R Nobody & Zwalx= A flut

T 7159 YulE? hitpd &F 7Y o5& vhEA st AE HS gGA &7] 918 httpd
A1 httpd8080 & TS o]E o2 W7ste] Adfslolx fq

A <42 http://domain.com:8080/ &2 dFH F|w o] 3k W2 o2 8081, 8082, 8083....5 2]
oy XEE 9& 5 vt AAR det W At %ogs}—t« S8 AuloA EAR Alo]E
o] AN Fe] o] FFste] BE § FHo] =9l Ao =, 1k o] AT F
v w2 do] 8080 LER Fjate] Aul~E st EAE AT Ax gl
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32
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516] o]dd ZRALE gledl, ALge] Felrh A SEbrbe A9 heh

A Agolls ZEAA 7] Aol HA Gk Ao AAF Brbsd 49w g, ol g
dgell= o1 4= glol A12=E) reboot Holl WRlo] glth. ol oA ol= 2¥A = frA
7F cgi W php SO ZRIFS FH AN Hd WEE LEsE ZRALE A6
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AnE 2AUE /159 g FA94H =

/*  memory.c */

#include <unistd.h>

#include <stdlib.h>
void html_content(void);

int main() {


http://domain.com:8080/

char *some memory;
int size to allocate = ONE K;
int megs_obtained = 0;

int ks obtained = 0;

html content();

printf("Program Executed !!!<p>");

while (1) {
for (ks_obtained = 0; ks_obtained < 1024; ks obtained++) {
some_memory = (char *)malloc(size to allocate);
if (some _memory == NULL) exit(EXIT FAILURE);
sprintf(some _memory, "Hello World");

}
printf("Now allocated %d Megabytes<br>\n", megs obtained);

H
exit(0);

void html_content(void)

{
printf("Content-type: text/html\n\n");
}
245 gee —0 memory.cgi memory.c = 3 3+ F o] 3AS http:/domain.com/memory.cgi

o o] oA APl HiF sfAf o] WEE el CPU 7} B AlZ~Hlolg stk o]
TR2aPE APtz vt 7M A B FEE Hol Ax A2 AFES A 2 Ao
g0l MEE T aRstE e Adsr] fsiAE ol MA A
(Directive) 5°l4 RLimitMEM & Al&3fe] dd 4= gty o] QUxki= ofubx] I A njolA
AgE 5 Za2M 27t A 28 Vs HAd WEe e S Algtste e vRYE
Wo| A&RskE CGL 7F AHsE o o] QIAeA A Wl 7pA| gk Aefo] Wi 1 o]

aaAedE o ol A% S

2
o

FN

ol & E°] httpd.conf ©l


http://domain.com/memory.cgi

RLimitMEM 20480000 21504000

<Directory /home/special/public_html/*>
RLimitMEM 51200000 52224000

</Directory>

o} o] Attty e gEEdAs w2 S 20 W7 H 21 W7PEA RE ALE-o]
7}538kaL /home/special/public_html/* T]ZE ] o]s}el] FZAlol= B3] 50 w|77hA W &g
o] go] 7hsstAl Hrh AAZ $19F 2ol A4 T memorycgi & HWolA EE3HA ofeiet &

o] dAFe] MERt AFRE I FEEhE AS FAT 5 ATk

o BEE) 2NN SHFENE) E4HD Es=

HE . o= - @2 At | Qe EEHE »
F4(0|  http://damain, corm/m2, coi x| pOS E:E“|
=

Frogram Executed

Mow allocated 1 Megabyies
Mow allocated 2 Megabytes
MNow allocated 3 Megabytes
Mow allocated 4 Megabyies
MNow allocated b Megabyies
Mow allocated 6 Megabytes
MNow allocated ¥ Megabytes
Mow allocated & Megabytes
MNow allocated 9 Megabyles
Mow allocated 10 Megabyies
MNow allocated 11 Megabytes
Mow allocated 12 Megabytes
Mow allocated 13 Megabwtes
Mow allocated 14 hMegabyies
MNow allocated 15 Megabytes
Mow allocated 16 Megabytes
Mow allocated 17 Megabwtes
Mow allocated 18 Megabylies

LG R EEE

I

o} M@ AR CPU &S AITSHE RLimitCPU ok AR§AME T2 A 20] 7j45 A
s ¢ Qe RLimitNPROC ©] ¢lom o]o] th3iAE  http://httpd.apache.org/docs-

2.0/mod/core.html & ZFi1s}7] vpgc},



http://httpd.apache.org/docs-2.0/mod/core.html
http://httpd.apache.org/docs-2.0/mod/core.html

Aol 2 Apolze] HAL AeEEsd Rast g A4S

T QEEY eRES b5 S ARAS $9en dg A Alel=r UR 2 o
YRE & UEEE G 49 $at wel AelAl Hel A% Axue A% AsE U
A B AT EdE ANHARL Z2add s gRE QRs @ 5 e 8358

Aded 5 3= 7so]l AT a"EA FS Z2IPE I o] ME Aol o

T
ARE Ads] A4 Hark vk ofpAld = olgh dEste] §] MMl JrE/vE

22X 3 F e B Ato]=E AlgelE LimitRequestBody 715 ©]8% + 2
LimitRequestBody = ZEFO|ANEZF QA A] http Z2ZEZS &3 MW7t A5 4 & v

AAel A7 bye WAE Aodt  Aom  RAUE  ovss 0 Y
2,147,483,647(2Giga) 74 A4 7hssln o] AAHo R & HdS f/hEEE =
Fejo) Az AR 3AL AT 5 Ak olF At YL

sk
httpd.conf & &of ofgle] & F7istd wut

<Directory />
LimitRequestBody 7168000

</Directory>

<Directory /home/special/>
LimitRequestBody 10240000

</Directory>

#1eF Zo] LimitRequestBody <SIAHE A3t ofotx] YAHE o] &ato] /b= ot
RE 9o Abo]=E TM & A|§shaL [3tell disAl+= 10M 2 AlgtstA =
ok 9ok o] HAA AAHE Alo]=2E Z¥ete S JEE/MALEEE A oty 19

3 e g WAAZ =Y gEeesest B g,

/home/special/ ©



A 413 Request Entity Teo Largs - Microsoft Interne ' o
mk(Ey MEEREr  HPd SHEE BTN ESEH)

H2 .= - @[3 & | Qze @mEEyy goon @ B-SE -2

Z D) http:/Aest oo kr/wwwhoard /bbs, cai J @lls

b
Ix

re
NEN

Request Entity Too Large

The recquested resource

f~memberfwwwhboardibbs cal

does not allow request data with POST recquests, or the amount of data provided in the recquest
exceeds the capacity Lt

Apache/i 3,12 Server at check.ft.cokor Fart 80

S

PR [ [ [ [@2ET

ARshE FAlol ANt Ak XN St E}E C Y Perl & ¥ CGI W3PS A X 3}o]
gote Zlo] fFaoldtt. -], o] wishel A wistdel Foldt= FA F 3 ol
= 48 A5 BE AN o W&ol ArFtem iy Folof = 5N Al2H 4
EYE g Bo] ARsts i ZRIOPT studt ek Y CGI ZRIHRS
AAow A8 F UEF ot WS st HAw=d, d HS gt Y
2 130o] xxxchategi = chatxxx.cgi 2t IS A3 1A o]Fow Jths 5EAHE 9
st Hrh

, httpd.conf & Gof ofele} o] HASH Fdel chat o= wol7t EFHE CGI I
& 25t A He Aot

<Files "*chat*.cgi">
Order allow,deny
Deny from all



</Files>

olglgt WA om 54T o] thal] felM el HIs A 5 vk wEkA CGl #del
obFE] &I ¥ ATS FAG sitE A AA A HTE ARslenE [
—L

3%l Forbidden olel7h Ul gtk ol How 54 % o|FE b w9

Aol A 2R FTL AusnA T o)

FA7] B4R P 2ol B Aol B (%L el Axgle] Rart 290t A A%

H
278 Bvuy oles go] olal@ gl ulgel di A7 3

211.51.63.4 - - [26/Sep/2001:22:19:42 +0900] "GET /robots.txt HTTP/1.0" 404 285
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /index.asp HTTP/1.0" 404 284
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /index.php HTTP/1.0" 404 284
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /index.php3 HTTP/1.0" 404 285
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /default.htm HTTP/1.0" 404 286
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /default.html HTTP/1.0" 404 287
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /default.asp HTTP/1.0" 404 286
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /default.php HTTP/1.0" 404 286
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /default.php3 HTTP/1.0" 404 287
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /main.htm HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /main.html HTTP/1.0" 404 284
211.51.63.4 - - [26/Sep/2001:22:19:43 +0900] "GET /main.asp HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /main.php HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /main.php3 HTTP/1.0" 404 284
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /home.htm HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /home.html HTTP/1.0" 404 284
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /home.asp HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /home.php HTTP/1.0" 404 283
211.51.63.4 - - [26/Sep/2001:22:19:44 +0900] "GET /home.php3 HTTP/1.0" 404 284

%

E29 & index.php index.asp, index.php3, default.html, default.asp 59 LS <A
g2 848t 3oz Hol A <Y 7hsAde] =il 7HAE 4 9tk 53] robots.txt
ydS QA5 Aoz AA dxolgta e 4 S Aol

httpd.conf °l4] Logformat & common ™2l {User-agent} WFE F7tste] Holshd



Aol 8k agent ARE & 2,\‘:‘ t], UA(User Agent):= dWHA <l §] Hepo-A &
s OPHEP AN ZFo W 255 A HEete] § HolAE 7}?@9‘7%‘% & A k=
BE £RH9 2z s =T} o] 5—6] A+&-3F= Internet Explorertd Netscape 59
Hﬂ‘r—rxiﬁloﬂ lycos9 spider 4 AltaVista®] Scooter®} £ A =23} Teleport L}
WebZIP, GetRight 5 9.3 #}el Heb$-# BF UAS Mo &3ttt A2 ZHo] ojwl A}
OJEE WEdte] £AE Y stAY el BEpe-ATtE HolxE g 833l
Fol7be A Ak AREATE §] B A= Aol HEete] stk Ho|AE By dukA
QA Ag-ef 1 Aol tEY. o] HolAE FA O’ﬁo}“ HAEE o O}Oﬂ gk <
APl ES] BE Fo)AE S ATte] BARE Foj7|E Sh7] Wil ol A= *131
of wjg @& ZRAAE AFSHA ) AW 27t IA UM = AHolth. 59
DB} 53k Alo]E L] g0l = ”% A9 A A 2~E FHA & & ARl

RE APlEZE HA <llRle] T5E do v gAY e §&d dF FAT Aol 7k
sk dHlo]x] o] g =EY HIE A dert lormz olydt Ao ool o] A
4% robots.txt FL-S 1 Al HFS / HEL ] FH BE HAM ZHo] /secure U
dE g & Y sHA ‘E%t

1=}

-
[e]

-5

User—agent: *
Disallow: /secure

"User—agent: *"&= RE ZXEZ atow e AL sy o So] AltaVista
Scooters 54% UA o disiAnt Adsta Avd ofs3 o] st Hrh

User—agent: scooter

AARE a8 § AT AR Q7] AdE okl AolEE Fasy] vhet

http://info.webcrawler.com/mak/projects/robots/robots.html

http://info.webcrawler.com/mak/projects/robots/norobots.html

ol2# WMo EAHI User-Agent o HS 2kdtarxl dhchd httpd.conf o o
9} %Fo] BrowserMatch & ARg3slo] AA s E Hr}.
BrowserMatch "WebZIP" go_out

BrowserMatch "Teleport" go_out

BrowserMatch "GetRight" go_out

BrowserMatch "WebCopier" go_out

BrowserMatch "NetZip Downloader 1.0" go_out
BrowserMatch "NetZip—Downloader/1.0.62" go_out
BrowserMatch "Teleport Pro/1.29" go_out
BrowserMatch "Teleport Pro/1.24" go_out
BrowserMatch "Teleport Pro/1.26" go_out
<Directory /home/no-ua/>

Options Includes ExecCGI


http://info.webcrawler.com/mak/projects/robots/norobots.html

AllowOverride None
Order allow,deny
Allow from all

Deny from env=go_out

</Directory>
e} 2ol HdAHAY &= /home/no—ua/ HHEZ] o]dtel dis]A= go_out °]gh= Wl A
A3t WebZip oY Teleport 5 UA T 2@l A8 sl vl o2 UA & xas)

1 Ao 99 Zro] A 25 Ay Hol agent AR WY UA & go out &2 F

e Ao wep 54 e ojshd] talA MSE nebAZ HIshd e A

A ofw A s =7
ofef ¢l o] BrowserMacth & ©]83to] AAshd agent JHo| MSIE 2+ 2% = UA =
Apekd Aol

BrowserMatch "MSIE" msie
<Directory />
Options Includes ExecCGI
AllowOverride None
Order allow,deny
Allow from all
Deny from env=msie

</Directory>

Hol= A4S 230l Mds s o ASEHer e glems X
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= A9h B ol @ A5 dolE Adel Ay Hol Aulel 7

= d4E A ddFe 258 Hol AHE weds dyAEdd A= o3 i
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& ol &3l dojo &7 o]t dolHe uidt /R E §5S At WHE A
b o} 9} 7Fo] BrowserMatch T Al SetEnvIFNoCase Referer & ©]-&3l+= WHE it}

SetEnvIFNoCase Referer "warez" link deny
SetEnvIFNoCase Referer "free" link deny
SetEnvIFNoCase Referer "home" link deny

<FilesMatch "\.(avijmpe?g|zip|asflexe)$">
Order allow,deny

allow from all

deny from env=link deny

</FilesMatch>

1} o] A Ao = Referer ©] warez =+ free U} home ©] ZFHHAES 5 o] Alo]
EZ link deny 2= Wo] &93sta, 374 WS link deny ¥ Wl EAIF avi
mprg,zip,asf 5 Q1 Aol gt access & At vt wehA FH o)A FAol warez o
free == home ©] X3tE  FAoA 99 HolHE Tt FANE Aol olF AdE

T ATk Nocase & F7F=2 AAsUS A5ode HAaTAE 7HEA gof HAs= AFo]EVL

mw

A2 FAGlo]  http:/my.warez.org/ Y} http:/My.Warez.Org/  http:/MY.WAREZ.ORG/
B A g ET
g2 RS Fristay AAS WAt & A -ol= dF2(Regurar Expression)S ©]
&3l AAstA Hr). E= o]9b= W R old] httpd.conf oA ofge} o] AT S
Atk

<VirtualHost tt.co.kr>

ServerAdmin webmaster@tt.co.kr
DocumentRoot /home/tt/public_html
ServerName tt.co.kr
ServerAlias www.tt.co.kr
SetEnvIf Referer tt\.co\.kr link allow
SetEnvIf Referer www\.tt\.co\.kr link allow
SetEnvIf Referer $ link allow
<FilesMatch ".(mpglasflwmv)$")

Order Deny,Allow

Allow from env=link allow

Deny from all

</FilesMatch>


http://my.warez.org/
http://my.warez.org/

</VirtualHost>

et o] HAAHEFNE A F-ANAME mpg, asf, wmv FHAE Zh= gdo] didA =
o A7 B7bssHA B 24 link allow oA A e =wQloAut &3

7F 7bsakAl "k f1eF o] A 5 o RoA Fk HAE SIS W error_log &

A oot} o] Fow HAd A5 vr=Tl AEshA Ee e ST F 39

[Tue Sep 4 15:55:44 2001] [error] [client 211.230.82.78]

client denied by server configuration: /home/tt/public_html/data/3-2.wmv
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#Jo] AT} netstat —na | grep SYN &2 F<lslo] W& SYN RECEIVED Z&A|27F ®eolvkd
ol o] H§ A-g-oll=

# sysctl —w net.ipv4.tcp_syncookies=1 ~ E+

# echo 1 > /proc/sys/net/ipvd/tcp_syncookies = syncookies 7]°c< enable 3} ¥ T} Syncookie
72 At AdolA AdEojof sfrr o] dAo] HEHA o AddMe] AR
£ g8 Hopof k. o] FAol gk B} AAFE W& A 7H5ol] A7 “TCP SYN
Flooding &7 2] A3} A= 5 Farelr] vpght)

Zof. =Y =Y Nimda 59 €340z 21 Y9

2717 A o

FH o] =¥ =9 Nimda 5 Windows NT/2000 7]WHe] IS & FA3sh= FAHAQ 4
TAOR Qlste] Hal7h fetEa 2o vpdo] =Aad HolHE AIA= A5t
2o s A7) AAE AL sAALMTE T ASHOR A= 2 9k g
& frdehs Zlo] s & FAlolth. AudA 235 W] A wE 2
grolAEe] 8o 9l& writh § AujelA 7l slvel gl= FeheldES] RS wobd
A5 open ¥ F 21 TUS ¢o] FA] AU EoRE o]l 2 HAHE F
AS close sh= AN, E Fagk gHo] Q& winfr} o] PSS ALsto]oF 3t



=
235 @Y dHste B48% ARE 9YA BEF sk Ao vAstAvvE AH e A

= Aol & Folth, ay AR B3 AW oo 2IE WA g WY

ol 2EW e Ee] 5 ofels) o] FAMAL vt YA Hy
2001/08/01 23:39:50.765446 152.158.99.4:58781 -> 211.233.38.193:80 [AP]

GET/default.ida? NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

ol¥st =aE 9] 94+ httpd.conf FAS Ao

CustomLog % &I

SetEnvIf Request URI "/default.ida$" cord-red <} o] “gojgh &

CustomLog /ust/local/apache/logs/access.log combined }3l A H o] &= HEE

CustomLog /ust/local/apache/logs//access.log combined env=!cord-red 2}3L 44 & o}

! & not o] oJujojn= 9] ML FAHWHT cordred 2 A 84S At Solth
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= U=9] 49 defaultida FAES A= 54S o] &8t

iptables —A  INPUT -i ethO -p tcp --tcp-flags ACK ACK --dport 80 \

-m string --string '/default.ida?' -j REJECT --reject-with tcp-reset <} 7] iptables 2] —strings & ©]
gt 54 gl 3d wAlS Adsts WRE SV shARE o] Wil Ad
oAl G stojof dh= wAIZF Ath Nimda Worm A ©]9] cmd.exe <}

sPee g aow

iptables &
root.exe =
iptables -A INPUT -p tcp --tcp-flags ACK ACK --dport 80 -m string --string "cmd.exe" -j REJECT --
reject-with tcp-reset

iptables -A INPUT -p tcp --tcp-flags ACK ACK --dport 80 -m string --string "root.exe?" -j REJECT --

reject-with tep-reset 2} o] e 4= 9l
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# /usr/local/apache/bin/apachectl start
httpd: cannot determine local host name.
Use the ServerName directive to set it manually.

Japachectl startl: httpd could not be started

R E ServerName & 232 AXA Q&EE $2E o284 Eow 7441 o AALL

DNS “doll EAstA] o2 Zrelig ey AAF st ete 22 AW7E opd E3E Ed]l

= BYA ol Aol yEbdTh o]2lgh A 9-oll= ServerName & A 2Z AW &

2E o]Folu [P FaR AA Folof gt
s

TEgE ServerName < #% AAA Yehd o+ = d4% 7 http:/domain.com/~user <}
dol  H&EF de]  EAolth =, AW AR AREARRY] FElolAE A EA
http:/domain.com/~user/ ¢ #o] F&sHH F o] HU} http:/domain.com/~user €F 2ol / &
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<Directory> & o]&3to] A|oj= & & Ak, wkoF 43 mpdo] ta|A] 9o e H

S Algslarzl dhE ojw A stojok &)

A]—%S}ﬁ Hvl.  httpd.conf Ao olgfje} o] HAAA RE r]HEY
o] e A= 192.168.1.1 oA RF ko] JbsskAl ®h

o

ol &= Location

]
]
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3}2] secrethtml ¥

<Location /secret.htm]>
order deny,allow
deny from all
allow from 192.168.1.1

</Location>
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S8 A8 79 secrettt.cokr =M QI secret.html ol
Qo= olef ¢} Zo] VirtualHost A Ao A sbd F o),
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<VirtualHost secret.tt.co.kr>
ServerAdmin antihong@tt.co.kr
DocumentRoot /usr/local/apache/htdocs/secret/
ServerName secret.tt.co.kr
<Location /secret.html>
order deny,allow
deny from all
allow from 192.168.1.1
</Location>

</VirtualHost>

EE 9k #Zo] 1P 7t obdE 54 IDPW & JEe FAd disiAnt 54 mhdo] viste
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<VirtualHost secret.tt.co.kr>

ServerAdmin antihong@tt.co.kr

DocumentRoot /usr/local/apache/htdocs/secret/

ServerName secret.tt.co.kr

<Files secret.html>
AuthName "ID/PW & J=#H3A Q"
AuthType Basic
AuthUserFile /usr/local/apache/htdocs/.htpasswd
Require valid-user

</Files>

</VirtualHost>

712] 31 htpasswd —c .htpasswd id = .htpasswd 3Ll ID/PW & A3/d3}o] secrethtml o F <+
Al ID/PW £ A3 dH3E F-A o A o] 7hsstA "k
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mltbd.net(Z=.com ¥ A% E mithd.com, 3=F.org ¥ 9= mithd.org ) ¢ 2%}
LuQl FAo g Aujagr. mebx 9ok o] WHOIS A& & % b2 RaceCode =
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ygo ofefe} 2o}
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zone "bg--3djszosuyb6a.mltbd.net" {
type master;

file "bg—-3djszosuybb6a.mltbd.net.zone";

bg--3djszosuy56a.mltbd.net.zone L2 2L AUt zone Y 2} FA3A

dishd o

2]l DNS A HollA A A gk slld §) AW A= ofgje} o] VirtualHost A& 3t
A o] AlolEQ] http://panmail.net/ ©. & Redirect 3} Ft},
(AA7MA = 2999 A =0k A&t 2 Redirect & ©]-&38fofoF gtr}.)

<VirtualHost bq—-3djszosuy56a.mltbd.net>
ServerAdmin webmaster@bqg--3djszosuyb56a.mltbd.net

DocumentRoot /usr/local/apache/htdocs/panmail
ServerName bqg--3djszosuyb56a.mltbd.net

ServerAlias www.bg——-3djszosuyb6a.mlthd.net

Redirect / http://panmail.net
</VirtualHost>

9o} Fo] HAAL ol xE YA ZEH A Y. net &2 FH<EA] http://panmail.net/ &=
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