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, Apache
OpenSSL , )
Apache

(http:/ / www .netcraft.com/ survey/ )
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2. Apache

Apache

, , NFS, FTP,

telnet, mail

Telnet FTP
SSH

http/ / www .certcc.or kr/ paper/ tr2001/ tr2001-03/ guide%@0for ¥20Linux%20system%@0admin.html

http:/ / www certcc.or kr/ paper/ tr2002/ tr2002_06/ 020603-router_security .pdf

IpFilter Securing Solaris
http:/ / www certcc.or kr/ tools/ firewall/ IPfilter/ IPfilter .html

Snort .
http:/ / www certcc.or .kr/ tools/ Snort.html

. Apache

Apache
ID
ID “nobody"



nobody root ID
root

Apache (hobody) locked

</ et ¢/ passwd>

nobody :x:99:99:Nobody :/ :

</ et ¢/ shadow>

nobody :*:11900:0:99999:7: : :
Apache , ;
TCP ( 80 ) root

root ID
(nobody)
(httpd)  root
httpd.conf nobody
User nobody
G oup nobody
httpd 1
root nobody .
nobody httpd

#ps - aux

R PID%FUBEM VS RSTIY STAT START  TIME GIMWAND

root %8 0.0 0.8 2360 1036 ? S 09:45 0:00 /usr/local/ gpachel bin/httpd

nobody 978 0.0 0.8 2512 1080 ? S 09:45 0:00 /usr/local/gpache/ bin/httpd

nobody 979 0.0 0.8 2512 1080 ? S 09:45 0:00 /usr/local/gpache/ bin/httpd

nobody 930 0.0 0.8 2512 1080 ? S 09:45 0:00 /usr/local/ gpache/ bin/httpd

nobody 931 0.0 0.8 2512 1080 ? S 09:45 0:00 /usr/local/ gpache/ bin/httpd

nobody 982 0.0 0.8 2512 1080 ? S 09:45 0:00 /usr/local/ gpache/ bin/httpd




standalone 80 ,
, 1023 httpd
root httpd.conf
Port 80
. Apache
DocumentRoot
DocumentRoot Apache
root chroot
. Apache
Apache htdocs DocumentRoot
. htdocs ( )
Apache ;
[ usr/ local/ www  DocumentRoot httpd.conf

#Docurrent Root "/ usr/ | ocal/ apache/ ht docs”
Docurrent Root "/ usr/ local / waw'"

chroot
chroot



Apache src

root . root
root
root . root
root
. Apache root Apache
(nobody)
root
conf httpd.conf, srm.conf, access.conf
logs access_log, error_log
cgi- bin CGl CGl (printenv, test-cgi )
_ ab, apxs, dbmmanage, htpasswd, logresole,
in apachectl, checkgid, htdigest, httpd, rotatelogs
htdocs
include
man man
icons
support

Apache httpd

cd /usr/ local/ apache
chown 0 . bin conf logs
chgrp O . bin conf logs
chnod 755 . bin conf logs

chown 0 /usr/local/apache/bin/httpd
chgrp O /usr/ local/apache/bin/httpd
chrmod 511 /usr/ local/ apache/bin/httpd




root root

root . httpd
(replace) :
logs root
root
overwrite . , log
DocumnetRoot "nobody"
document root
DocumentRoot
(world readable),
“webmaste" : “webwrite"
“webwrite"
. webmaste hgung / etc/ passwd
/ etc/ group
</ et ¢/ passwd>
hcjung:x:500:501: :/horre/ hcjung :/bin/ bash
webnast e:x :501:501: :/usr/ local /ww:/bin/bash
</ et c/ group>
webwr it e:x:501:webmast e, hcj ung
DocumnetRoot
[root @cjung wwn# |s -al
20
drwkrwir - x 2 webnmaste webw ite 4096 10 10 13:23 .
drwkr-xr-x 14 root r oot 4096 10 10 11:26 ..
STWr--t-- 1 webnaste webwr ite 450 10 10 11:48 index.htm
STWr--T-- 1 hcjung webwite 1333 10 10 13:23 test .htm




CGl

Apache CGl
, Apache
Apache cgi-bin
. CGlI
. HTML
DocumnetRoot

phf.cgi, Count.cgi, php.cgi

public

CaGl
. CGlI

CaGl

CGl

root



Apache conf/ httpd.conf

. httpd.conf

[root @cjung bin] /usr/local/apache/bin/apachect | configtest
Syntax &K

[root @cjung bin] /usr/local/apache/bin/apachect | restart
fusr/ local/ apache/bin/ apachect| restart: httpd restarted

httpd.conf

) , SSI , CGl

, , SSI , CGlI

<Directory>, <Location>,
, <Directory /usr/ local/ www> ...
[ usr/ local/ www

URL , Apache 3

rs 17

<Files>
</ Directory>



, CGI ,

DocumentRoot
“Options" ”Indexes”

. root ()

(nobody)
/ etc/ passwd .
“Options" “Follow SymLinks”

m SSI(Server Side Includes)

SSl HTML ,
SS| “exec cmd” CaGl
Apache
SS|
“Options” “IncludesN oExec"

m CGlI

CGl
CaGl

, CGI
. CGlI “ScriptsAlias”
. “ScriptsAlias”

Syntax: ScriptAlias UR.-path file-path | directory-path




cgi-bin

ScriptAlias /cgi-bin/ "/usr/local/apache/cgi-bin/"

, SSI “Options"

Syntax: ptions [+]|-Joption [[+]-]option]

“Options"
All MukiViews (default )
None
ExecCGl CGl
FollowSymLinks
Includes Server Side Includes
Server- side includes CGl
IncludesNOEXEC
Directory Index (index.html
Indexes
)
. ( index
MultiViews :
index.* )
SymLinksifOwn | The server will only follow symbolic links for which the target
erMatch file or directory is owned by the same user id as the link.

- 10 -




DocumentRoot

<Directory "/usr/ local /ww'>
ot ions Indexes Fol lowSyniinks
</Directory>

DirectoryIndex

(index.html)

/- Mizrozolt Infernat Explorar ;JEIE]
| TRE BUD H1W S| EAD S8V [ |
|+82 .+ - Q[ A Das menen @ges (B 3H-HSR
=2 [#1 htip://heluns, cartee, ar e/ x| POE (98

Index of /
Hane Lazt modified Siza [Description
a Farent Directory 10=0ct=2002 11:26 -
. apache_pb.gil 10-0ct-2002 16:23 2
@ backup. htel 10-Det-2002 16217 Mk
E] inde, Ext 11-0ct-2002 1119 Ik
3 nanuars 10-0ct-2002 16:23 -
& s/ 10-Det -2002 15:16
[ETj svetom. html/ 10-Det-2002 16:22 =
Acache/1.3.28 Server af hoiung @cerico, or.kr Port 5 3
€128 [ [ [@TES 7
, FollowSymLinks ) system.html
(In -s / system.html) DocumentRoot passwd
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4 hto i/ hefung certee, or krds yetem, htmlfete /pas swd - MicrazoR Intenet Explares j =101 x|

CIRE BIE SN SR XD SN [ |
[ #H2 .+ - @F A Qe mEHEn 8820 (B-aw 928
| Z2:(0) |81 http://helung, certee, or,kr/system, bl fetc fpass wd x| pUiE |38 >

root 2y :0:0:root s froot s /binbash

binzwsl izbin:/bin:

dagwon =22 daenon: fsbin:
ade-x:3 4 adn:/var/adm:

lprxzd:T:1p: fvarfspoo | flpd:
syncax5e0sync: /shin - /Dindsync

shutdawn x B0 shut dawn: fshin fshin/ehut dawn
haltx:T:0:halt:/shin: sbinmalt

mal B2 mal | fvarfspoal fwal |

news x93 13 news s fvar fepool /news

uucp st 1021 4zuuep - fvar f=pan | fuucp:
operator 2wl 0 0 operator - root -

games xs 120100 games ffusr Soanes |

aopher ik 13230 gopher D usr/ | ibfgopher-data:
fip-®:-14:50-FTP User-/var/ite-

nabody S 99: 99 Hobady © /

necd iyt 20:20:H500 Deemon://pinfalse
mallnl |2 a7 47 Avar Sspon | maueua & davnuel |
ident sx:08:08:pident user:/:/binSlalse

rpcigid2: 32 Partnapper APC user:/ i /hindfalse &=
rpcuser i 2RIR9RAC Service Userifvar/lib/mfs:/hindfalse
wlg:w:43:43:% Font Sarver:/fetc/i11/1s:/binfalse
ardm 2k T AP AR Shnpafadm s dhinhash . j
g1 2s [ [ 2ER &
Indexes Follow SymLinks

, IncludesN oExec

<Directory "/usr/ local /www'>
ot ions IncludesNoExec
</Directory>

(index.html)

; A03 Forbidden - Microsoft rdemet Explonsr

OFRiE) HIM =220 SHRNE =MD =88nHy
| == -3 [ & Qe GENEN (FREET |%-33-—|3-3E
| Z4(0) [ rip //helung, cartec, oo b it il
L]

Forbidden

¥eou don't hawe permussion to access [ on this server.

Apacheli. .20 Server at hgfung@certec.or.kr Fort 80

- =

fg] £8 [— |8 BB 8




. PUT POST

DocumentRoot
DocumentRoot /

HTTP Method

HTTP Method

<Limit>

PUT POST

POST, PUT, DELETE Method

(

<Directory /hone/ */public_htm>
<Limt PCST PUT DELETE>
Require valid-user
</Limt>
</Directory>

Apache

[root @cjung conf]# telnet XxX.XXX.XXX.XxX 80
Trying XXX.XXX .XXX .XXX. ..

Connected tO XXX . XXX . XXX .XXX .

Escape character is '] ".

GeT / HITP/ 1.1

HITP/ 1.1 400 Bad Request
Date: Tue, 15 Gct 2002 11:25:10 GVI
Server : Apache/ 1.3.19 (Unix) PHP/ 4.0 .4pl1

- 13 -



Apache

banner
banner

Apache “ServerTokens”

Syntax: ServerTokens Minimal |Productnly |G5|Ful |

ServerTokens
Prod[uctOnly] Server: Apache
o Prod +
Min[imal] Server: Apache/13.0
Min + .
0S Server: Apache/13.0 (Unix)
Eul (O + Server: Apache/13.0 (Uni)
u
( ) PHP/3.0 MyMod/12
ServerToken  Apache 1.3 ProductOnly 13.12
ServerToken  httpd.conf
“ServerTokens Full”
“ServerTokens Prod”
Apache

- 14 -



Apache 4 1

- URL
- URL
“ErrorDocument”
“ErrorDocument”
Syntax: ErrorDocunent error-code docunent
error-code  HTTP (RFC2616) 10 ’ i
. (http:/ / www w3.0org/ Protocols/ rfc2616/ rfc2616-sec10.html)
XX 100 | Continue 404 | Not Found
Informational 101 | Switching Protocols 405 | Method Not Allowed
200 | OK 406 | Not Acceptable
201 | Created 407 | Proxy Authentication Require
202 | Accepted 408 | Request Time-out
2XX . - -
X 203 | Non- Authoritative Information 4xx 409 | Conflict
Successful Client E
204 | No Content 1ent EMmor 410 | Gone
205 | Reset Content 411 | Length Required
206 | Partial Content 412 | Precondition Failed
300 | Multiple Choices 413 | Request Entity Too Large
301 | Moved Permanently 414 | Request- URI Too Large
3XX 302 | Moved Temporarily 415 | Unsupported Media Type
Redirection | 303 | See Other 500 | Internal Server Error
304 | Not Modified 501 | Not Implemented
305 | Use Proxy 5XX ° 502 | Bad Gateway
400 | Bad Request Server Error 503 | Service Unavailable
AxX 401 | Unauthorized 504 | Gateway Time- out
Client Error| 402 | Payment Required 505 | HTTP Version not supported
403 | Forbidden




“ErrorDocument”

ErrorDocurent 401 /subscription_info.htm
ErrorDocurent 403 http://dci .sppo.go.kr/
ErrorDocunent 404 "

P
. access _|log 403
(Forbidden) 302 (Moved Temporarily)

172.16.5.17 - - [17/Cct/2002:10:12:56 +0900] "GET / HITP/ 1.1" 302 290

404 (not Found)

rs 17

o [=]

Fila Edit Yiew Go Eumm_unil:alur Halp . :
4 ¥ 3 4 2 O S &
Back Forward  Reload Huorra Search  MNetscape  Print Securily

-:l wf “Hookmarks K Location:[htto://hcjung, cedee. orki/none himl =] @77 What's Related

g5 mhdo] 26 et

== ‘Dacument: Done EE S - e Y

“ErrorDocument"

(")
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Apache

HTTP  stateless

MD5

DB

- 17 -

telnet, ftp



DB

Apache

[ usr/ local/ apache/ bin/ htpasswd

htpasswd

Usage: htpasswd [-cndps] passwordfile usernane

[root@cjung bin]# ./htpasswd -c /usr/local/apache/ passwords hcjung

New password:
Re- type new password:
Adding password for user hcjung

[root @cjung bin]# ./htpasswd /usr/ local/apache/ passwords webnast e

- 18 -



[root@cjung bin]# Is -al /usr/local/apache/ passwords
STWr--1-- 1 root r oot 45 10 12 09:55

{usr/ local/ apache/ passwor ds

[root @cjung bin]# cat /usr/local/apache/ passwords
hcjung :KLI/ qVXcOxS7M
webnast e : | sMhr HBYC1Ts

nobody nobody

[root @cjung bin]# chown root .nobody /usr/local/apache/ passwords
[root @cjung bin]# chrmod 640 /usr/ local / apache/ passwor ds

Apache

httpd.conf
AllowOverride None AuthConfig All (
AuthConfig )

<Directory "/usr/ local /ww'>
Al lonwOrverride AuthConfig
</Directory>

- 19 -



htaccess

AuthType

(Basic Digest)

AuthName

( )

AuthUserFile

AuthGroupFile

Require

ex)

Require user userid [userid] ...

Require group group- name [group- name] ...
Require valid- user

hgung webmaste

[root@cjung /root]# cd /usr/local/waww
[root @cjung wan]# vi .htaccess

AuthType Basic

AuthNare "Vl cone HyunCheol 's Hone"
AuthUserFile /usr/ local/apache/ passwor ds

Require user hcjung webnast e

hgung webmaste

“Require valid-user"

- 20 -




i

(?) METI0IE T UTE BEFEME,
MOE: helung, cerce. orkr

o Welcome HyunCheal's Homea

NETH OIBW: |
o ed{ 2 [
M O HEE E2E |=5H (2D

o Ha

o 101 Authorization Aequired - Micregaft Internat Explarer

| DRIE BIE S0 SEENW D SEUW _ =
[ +5H2 .5 .9 [ o Q24 msazn g=827 (S 3-H2R
| Z 2000 [ Hinpidhedung, ceder, or by

Authorization Required

Thas server could net versy that vou are awthenzed to access the decument requested. Ether you supplied the
wrong credentials (e.g , bad password), or your browser doesn't understand how to supply the credennals

rcq'uj:-:d.

Apachel! 526 Server at Acjung@eericeordr Fort 50

s L

g2 [ @ SlE

DocumentRoot

Apache “Allow" “Deny"
, “Allow"
//Denyu llorderll



Deny Allow
Order Deny Allow
, Deny Allow
Allow Deny
Order Allow,Deny
, Deny Allow
) Allow Deny
Order Mutual-failure
“Allow,Deny"
Firewall Rule
Rule , Apache Allow
Deny
“Order" (Allow Deny) @)
( 172.16.5.0/ 24)
IP
order deny,allow
deny fromall
allow from 172.16.5
“deny from" “allow from" , , 1P ,
IP ( 172.16.5.0/ 255.255.255.0), CIDR(Classless InterDomain
Routing) P ( 172.16.5.0/ 24)

403 (Forbidden)

- 22 -



=101

<§ 403 Farbidden - Microsott [rermet Explaner

IRIE BIE =230 SHEIA EXHD Z=2A0H)

:_4-?12 . .;@ A Qza mEdEn @88 B H-H9R A
=] POE |[9E =

| Z24D) [ hivptheluna. certee, or b
=l

Forbidden

Ten don't hawve permussion to accesa [ on this server,

Apackeli.3.20 Server at hejung.certec.ordkr Fore 80

- i |
s RS 7
(Authorization)
“ Satisfy" .
, “Satisfy" (Require )

(Allow )

Syntax: Satisfy any|all

- 23 -



order deny,allow

deny fromall

allow from 172.16.5

AuthType Basic

Aut hNare “ "Vl come HyunCheol 's Hone"
AuthUserFile /usr/ local /wwn/ passwor ds
Require hcjung webmast e

Sat isfy Any
“Satisfy Any"  ”“Satisfy All" ., "Satisfy All"
( ) , “Satisfy
Any"
. SSUTLS
SSL/TLS
SSL Apache Mod_SSL : SSL
v2, v3 TLS
128bit RSA  DiffieHellman
, Apache OpenSSL Apache/ mod-ssl
( Sapper ) Apache
OpenSSL 0.9.6e
SSL

- 24 -



SSL

( )
MAC(Message Authentication Code)

- 25 -



Apache [ usr/ local/ apache/ logs
access log error_log 2

[root@cjung /root]# cd /usr/local/apache/ | ogs
[root@cjung logs]# Is -al

72
drwxr - xr-x 2 root r oot 4096 10 15 17:33 .
drwkr-xr-x 12 root r oot 4096 10 12 11:17 ..
STWr--t-- 1 root r oot 31676 10 16 09:56 access_log
STWr--t-- 1 root r oot 25234 10 16 09:56 error_log
STWr--t-- 1 root r oot 4 10 15 20:15 httpd.pid

(1) access_log

access _log . access _log
"CustomLog"

LogFormat "% % % % \ "%\ " %s %" conmon
Qustonbog /usr/ local/ apache/ | ogs/ access_log conmon

access _log 8

- ID( ident )

- Method(GET, PUT, POST )
- URI(Uniform Resource Identifier)
- HTTP

- 26 -



access _log

172.16.5.17 - - [17/Get/2002:10:12:56 +0900] "Gel / HITP/ 1.1" 302 290

172.16.5.16 - hcjung [17/Qrt/2002:10:58:38 +0900] "Gl / HITP 1.1" 304 -
172.16.5.16 - hcjung [17/Crt/2002:10:59:21 +0900] "GeT / HITH 1.1" 302 290
172.16.5.16 - hcjung [17/Qrt/2002:11:00:43 +0900] "GeT / HITH 1.1" 403 286
172.16.5.16 - hcjung [17/Qrt/2002:11:01:25 +0900] "G / index.htmHITH 1.1" 200 453

- PUT( )

phf CGI
access _log

XXX XXX XXX XXX - - [16/Jun/ 1998:10:38:02 +0900]
"CET /cgi-bin/phf2Qarre=r oot YBAcat %20/ et ¢/ passwd HITP/ 1.1" 200 114873

, Apache
access log PUT
POST M ethod IP ) ,
2001 CodeRed access log

- 27 -



(2) error_log

Apache

'y

error_log  “ErrorLog’
error_|log

error_|log

error_log

[root@cjung logs]# tail -f /usr/local/apache/ logs/error_log

[Wed Cct 16 13:00:50 2002] [error] [client 172.16.5.16] user hcjung:
authentication failure for "/": password mismat ch
[Véd Cct 16 13:01:12 2002] [error] [client 172.16.5.16] user hcjung89

not found: /
[Véd CQct 16 13:02:38 2002] [error] [client 172.16.5.16] File does not

exist : /usr/local/www nonpage.htm

error_log 4
- IP
- ( )
httpd.conf error_log

ErrorLog /usr/ local/apache/ logs/error_log
LogLevel warn

"LogLevel”

- 28 -




; syslog
debug, info, notice, warn, error, crit, alert, emerg
debug emerg
. “LogLevel" debug

Chunked encoding , Open SSL

ApacheWeek (http:/ / www .apachew eek.com/ security/ )
Nessus, Whisker
Apache

Official Patches for publically released versions of Apache :
http:/ / www .apache.org/ dist/ httpd/ patches/

- 29 -



CERTCC-KR

(?)

Apache

Apache
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Guidelines on Securing Public Web Servers
http:/ / csrc.nist.gov/ publications/ drafts/ PP-SecuringWebServers-RFC.pdf

Security Tips for Server Configuration
http:/ / httpd.apache.org/ docs/ misc/ security_tips.html

Apache Server Frequently Asked Questions
http:/ / httpd.apache.org/ docs/ misc/ FAQ.html

Apache Directives
http:/ / httpd.apache.org/ docs/ mod/ directives.html

Basic Apache Security Considerations
http:/ / rr.sans.org/ web/ apache_sec.php

The World Wide Web Security FAQ
http:/ / www w3.org/ Security/ Fag/ www sf3.html#SVR-Q16

Apache Security
http:/ / www .apachew eek.com/ security/
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